
 
 

February 25, 2020 
 
 
 

 
Dear University of Richmond Medical Plan Participant, or Past Plan Participant: 
 
We are writing to inform you of a recent security incident at OneDigital, the University of Richmond’s benefit consultant, 
the steps we are taking to protect you following the incident, and the steps you can take to protect yourself.  
 
On or around January 9, 2020, OneDigital discovered the theft of an employee’s unencrypted, but password-protected 
OneDigital laptop. Upon discovery of the theft, the employee immediately notified local law enforcement authorities. The 
OneDigital security department was able to initiate an automatic wipe of the device to occur immediately upon its 
connection to the internet if the password were to ever be broken. Additionally, OneDigital has now installed encryption 
software on all employee devices. This software prevents the loss of sensitive data stored on the drive by making it 
unreadable with unauthorized access. 
 
 
Based on our investigation of the incident to date, it does not appear that your personal data was accessed. We are 
continuing our investigation and will notify you if we discover any suspicious activity.  However, based on our 
investigation, we believe that an unauthorized individual(s) could still potentially be able to obtain personal data about 
your plan participation, and that is why we are notifying you. According to our analysis, it does not appear that any of your 
personal data has been accessed or otherwise affected by the theft of the laptop. The information that is potentially 
exposed does NOT include any identifying details like your name, SSN, employee ID# or other identification numbers. It 
ONLY includes gender, salary, date of birth, and medical plan enrollment in the University of Richmond medical insurance 
program from the 2018 plan year 
 
If you suspect your personal data has been compromised, please contact OneDigital immediately at 770-250-2923. 
Additionally, to assist you in monitoring your accounts, you may request free identity theft protection services for the next 
12 months by contacting OneDigital at 770-250-2923. 

 
For more information on how to protect against identity theft, we suggest that you visit the website of the Federal Trade 
Commission at www.consumer.gov/idtheft. 

 
We apologize for this incident and understand you may have additional questions. If there is anything OneDigital 
can do to assist you, please call 770-250-2923.  
 

Sincerely, 

Erica Cordova Zinkie 
VP, Legal and Compliance (Privacy Officer) 
OneDigital Health and Benefits 
Atlanta, GA 
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